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Trend Micro™ TippingPoint is pleased to announce the following software releases.
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+» Security Management System (SMS) v6.2.0

The TippingPoint SMS delivers enterprise-class security management capabilities for the TippingPoint
Network Security Products portfolio.

SMS TOS v6.2.0 release provides the following enhancements:
e Improved Performance for Trace Action Set PCAP Offload to NFS/SMB mounts
e New API support for DV/MalwareDV Distribution
e Trend Vision One ‘Suspicious Object Sync’ no longer requires Service Gateway

Important SMS Note(s):
e Due to CentOS 7 support ending June 30, 2024, SMS v6.2.0 has migrated to Rocky Linux 9.
o IMPORTANT: The size of the SMS TOS v6.2.0 installation package exceeds the limit of the
SMS Software auto-download function on all current TOS versions of SMS. To install SMS TOS
v6.2.0, customers must manually download the package from TMC and import it to their SMS
server(s).
o It is highly recommended to upgrade to v6.2.0 at your earliest convenience to avoid any
compliance issues that may be encountered running CentOS 7 after the end of support.
e SMS TOS v6.2.0 supports TPS TOS v6.2.0 appliances and backward compatibility for previously
supported versions.
e SMS TOS v6.2.0 upgrades are only supported on SMS devices installed with SMS TOS v5.4.1 or later.
Attempts to upgrade from an older release will return an error.
e If your SMS system operates in High Availability (HA) mode, you must break HA and upgrade each
SMS independently before re-establishing your SMS HA cluster.

«* Threat Protection System (TPS) v6.2.0

TPS TOS v6.2.0 release provides the following enhancements:
e Server Name Indication (SNI) is now used for Domain Name Reputation lookup and enforcement.
e Added ECDSA Cipher Support for TLS Inspection
e Support for vTPS (Review the new minimum host requirements in the product Release Notes before
attempting to upgrade your vTPS device.

Important TPS Note(s):
e TPSTOSv6.2.0includes support for vTPS, 1100TX, 5500TX, 8200TX, 8400TX, and 9200TXE TPS devices
only.
e TPSTOSv6.2.0 upgrades are only supported on TPS devices installed with TPS TOS v5.5.5 or later.
e VTPS devices must meet TOS v6.2.0 requirements before upgrading.
e The Local Security Manager (LSM) interface is no longer supported. Users can continue to use the SMS
or Command Line Interface (CLI) to manage their devices.

Refer to the product Release Notes for a complete list of enhancements and changes.

e SMSv6.2.0
e TPSv6.2.0
Thank you,

Trend Micro™ TippingPoint

For updated contact information, please click here.

© Copyright Trend Micro Inc. The information is provided “as is” without warranty of any kind and is subject to change without notice. The
only warranties for Trend Micro products and services are outlined in the express warranty statements accompanying such products and
services. Nothing herein should be construed as constituting an additional warranty. Trend Micro shall not be liable for technical or editorial
errors or omissions contained herein.


https://ohc.blob.core.windows.net/o-help/manual/5153ea47-f188-4d0b-8423-cb6b8a5f332d/SMS_6_2_Release_Notes.pdf
https://ohc.blob.core.windows.net/o-help/manual/85d83b6c-3e01-414c-b45d-3faf2d2992e7/TPS_6_2_Release_Notes.pdf
https://tmc.tippingpoint.com/TMC/Support?parentFolderId=support&contentId=Support_Contacts

