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To: Trend Micro™ TippingPoint Customers
Subject: Release of SMS and TPS v5.1
Trend Micro™ TippingPoint is pleased to announce the release of following software releases.

Security Management System (SMS) v5.1

The TippingPoint SMS delivers enterprise-class security management capabilities for the portfolio
of TippingPoint Network Security Products. This release includes:

e Automatic downloads of the GeolP database can be enabled

e Ability to re-enable filters from SMS which have been disabled via Adaptive Filter Control
(AFC).

e STIX2.01P, DNS and URL indicators can be directly forwarded to the SMS User Reputation
database via TAXII 2.0

e DoDIN APL support is included in this release. SMS v5.1 has been certified and meets all
necessary requirements for product approvals.

NOTE: SMS v5.1 is not supported on hardware or virtual appliances that do not meet minimum
memory or disk requirements. Please review the SMS v5.1 release notes for additional details
and options for vSMS deployments.

Important Notes for SMS

e You can upgrade SMS/vSMS to v5.1 directly from SMS v4.4 or later. If you are upgrading
from a release earlier than v4.4 you must first upgrade to SMS v4.4, log in to the SMS to
activate a DV, and then upgrade to v5.1.

e SMS v5.1 has removed support for NGFW devices. Management of NGFW devices will
only occur with SMS v5.0.1 and earlier.

e |f your SMS system is operating in High Availability (HA) mode, you must break HA and
upgrade each SMS independently before re-establishing your SMS HA cluster.

Threat Protection System (TPS) v5.1

Trend Micro™ TippingPoint has released version 5.1 for the TPS family (vTPS, 440T, 2200T,
8200TX, 8400TX) of devices. This TOS release improves the overall security of the TPS and vTPS
security devices, and includes:

e Rename physical segments from the SMS and device CLI.
e Inconsistent DNS reputation blocking on TX devices has been addressed in this release.
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e 10G bypass module ports no longer remain down after the module is placed back in
normal mode.
e New CLI commands.
0 cls - Clears the terminal screen.
0 segments - Enters segments context mode, which enables you to rename
segments.
O clear adaptive-filter all - New option for the top level root command.
e TLSv1.0is disabled by default.
e DoDIN APL support is included in this release. TPS v5.1 has been certified and meets all
necessary requirements for product approvals.

Important Notes for TPS

e All TPS devices must be running a minimum of v4.2 before upgrading to v5.1.

e SMSv5.1 or later is required to manage a TPS device that is running TOS v5.1.

e During an upgrade from v4.20, the TPS 440T and 2200T devices may experience a loss
of traffic for a few hundred milliseconds as some resources are reconfigured.

For a complete list of enhancements and changes, refer to the product Release Notes. For
Release Notes and other documentation, go to http://docs.trendmicro.com.

For questions or technical assistance, on any TippingPoint product, contact the TippingPoint
Technical Assistance Center (TAC).

Thank you,
Trend Micro™ TippingPoint

For updated contact information, please click here.
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