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To: Trend Micro™ TippingPoint Customers

Subject: TippingPoint Product Announcement

Trend Micro™ TippingPoint is pleased to announce the release of the following new products and
software releases.

TPS family capabilities:

0 Integrated Protection: The TPS family of products integrates with TippingPoint Advanced
Threat Protection; rated as the most effective "Recommended" breach detection system by
NSS Labs, to detect and block targeted attacks and advanced threats.

0 Enterprise vulnerability Remediation (eVR): Enables customers to pull in information from
various vulnerability management and incidence response vendors, map Common
Vulnerabilities and Exposures (CVEs) to TippingPoint Digital Vaccine filters and take action
accordingly.

0 Upgradable capacity license: Flexible licensing options are available for the 440T and
2200T to increase the inspection capacity.

O 440T upgradeable to 1Gbps inspection throughput
O 2200T upgradeable to 2Gbps inspection throughput

New Products:
+* Threat Protection System (TPS) model 2200T — SKU# TPNN0005

The 2200T appliance delivers the highest level of defense against network intrusion and
provides application control. The 2200T device includes:

0 2Gbps Inspection Throughput: Inspect up to 2Gbps aggregate across all ten segments

O On-box SSL: Enables enterprises the ability to reduce the security blind spots created by
encrypted traffic. Delivers in-bound SSL decryption in this release helping safeguard your
customer's valuable web servers.

© Copyright Trend Micro Inc. The information is provided “as is” without warranty of any kind and is subject to change without notice. The only warranties
for Trend Micro products and services are set forth in the express warranty statements accompanying such products and services. Nothing herein should
be construed as constituting an additional warranty. Trend Micro shall not be liable for technical or editorial errors or omissions contained herein.



@ TREND.

+* Virtual Threat Protection System (vTPS) — SKU# TPNMO0034

The new Virtual Threat Protection System (VTPS) extends the reach of the TPS family - providing
network based IPS protection as a virtual appliance. The vTPS is powered by DVLabs security
intelligence and can be managed by the TippingPoint Security Management System (SMS)
allowing you to share security policy across your entire deployment. Supported environments
include VMWare ESXi 5.5, 6.0, KVM and OpenStack.

Deployment options include:
0 Offer IPS as a service to protect virtualized applications from within your virtualized

infrastructure.

0 Deploy IPS in a consolidated set of virtualized infrastructure services at remote
branches.

0 Deploy IPS where IPS services are needed but where custom hardware may not be
an option.

0 Lab environments where virtual infrastructure can be quickly redeployed.

Software Releases
s Security Management System (SMS) 4.4.0

The TippingPoint SMS delivers enterprise-class security management capabilities for the
portfolio of TippingPoint Network Security Products. SMS 4.4.0 enhances its support to include:

0 Support for the latest TPS TOS and TPS platforms including TPS TOS 4.1, the 2200T and
the vTPS platform.
0 Updated support for X509 certificate/private key pairs - providing advanced key
protection options and ease of management when deploying the 2200T and SSL
decryption.
O TLS enhancements designed to comply with the latest PCI DSS crypto requirements for
administrative access.
0 Notification emails sent from the SMS can now be optionally aggregated over a
configurable time period.
0 VvSMS updates include:
0 Adding KVM hypervisor support
0 Removing the VMWare vCenter requirement when deploying on VMWare ESXi
0 VSMS Essential adds supports for the 2200T and vTPS products

0 Support for CAC (Common Access Card) based authentication
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+* TippingPoint Operating System (TOS) 4.1.0 for Threat Protection System (TPS)
TPS 4.1.0 is a maintenance release that includes the following features:

Best Effort mode (2200T only)

32 Inspection bypass rules
Inspection of tunneled traffic
IPv6 inspection and management
SSL inspection (2200T only)
Throughput upgrades

VLAN translation
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¢ TippingPoint Operating System (TOS) 4.0.1 for Virtual Threat Protection System (vTPS)

TPS TOS 4.0.1 and the new 4.0 version of the Digital Vaccine is currently available only for the
VTPS. Please note that the vTPS platform running TOS 4.0.1 does not yet support pre-disclosed
ZDl filters.

< TippingPoint Operating System (TOS) 1.2.2 for Next Generation Firewall (NGFW)
TOS 1.2.2 is a maintenance release for NGFW that contains several updates.

For a complete list of enhancements and changes, refer to the product Release Notes. For Release
Notes and other documentation, go to https://tmc.tippingpoint.com/TMC/.

For questions or technical assistance, on any TippingPoint product, contact the TippingPoint Technical
Assistance Center (TAC).

Thank you,
Trend Micro™ TippingPoint

TippingPoint Technical Assistance Center (TAC)
Toll Free: 866 681 8324 | International: +1 512 681 8324
Email: tippingpoint.support@trendmicro.com
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