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1.

Introduction

What is IDS mode? When Intrusion Detection System (IDS) mode is enabled, this mode adjusts
the IPS device configuration such that the IPS operates in a manner suitable for Intrusion
Detection scenarios and filter configurations. It is not recommended that you enable IDS mode
while inline, as this could cause network performance issues, latency and congestion. By design,
we are an Intrusion Protection System (IPS) system.
1.1. Changes on the device when enabled in IDS mode:
•

Performance protection is disabled
NOTE: If the device sees over 90% packet loss, the device will go into layer 2
fallback because of threshold failure. If the device goes into layer 2 fallback, it
must be manually disabled.
"haCheckPerformanceProtection: packet loss 92% exceeding threshold 90%"
"Layer 2 Fallback (Intrinsic HA) cause: Threshold failure"

•

Adaptive Filtering is set to Manual
NOTE: When AFC Filtering is set to manual, the IDS will only send system log
notifications recommending that a filter be disabled rather than automatically
disabling the filter. To disable the filter a user will have to manually change the filter
to disabled in the appropriate security profile and re-distribute the profile. While in
IDS mode, there is an increased chance of AFC notifications. It is recommended that
each filter mentioned is evaluated for continued use.
Example:
"3624: HTTP: SQL Injection (SELECT)" [a4316a91-397b-11e4-350d-9b4e3229c1fa]
is consuming engine resources excessively - please consider disabling it"

•

K-Queue length is increased from 1511 to 3001: This is to increase the available
processing time on each flow. Since the IDS is not deployed inline, latency is not
a concern and the increased processing time improves the performance of the
IDS.
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1.2. Network deployment:
Network TAP: This is the recommended method. This entails either electrically or optically
copying packets from the tap port. This will be inbound or outbound traffic going through one
port of the TAP. This method will lead to only seeing events from one direction, inbound or
outbound. Both directions can be inspected using a different segment port.
Example for single segment IDS configuration: Connect the IDS to a network device using
"Segment A" on the IDS and disable "Segment B" for the segment group. Do not use
"Segment B" for additional network inspection. We want to terminate the traffic at the IDS
and not forwarded it to the link partner.

Example: Inbound traffic through Segment 1A and Outbound traffic to Segment 2A.

NOTE: Using the IDS device in a mixed configuration is not supported. If the IDS
device will be used in an IDS configuration, then it is an IDS device. Attempting
to use the device in both IDS and IPS mode at the same time will result in
performance issues, packet loss and latency.
Bidirectional TAP: This method will passively copy packets in both directions and keeps the
flow of traffic consistent with your network. This is not recommended because the packets
should terminate at the IDS. Even though the IPS is configured to be an IDS, it will still attempt
to send packets through the segment group like an IPS. That means that if both segment ports
are used, network traffic going through segment 1A will be sent out segment 1B and back to
the bidirectional tap. This will lead to collisions on the Network TAP.
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Port Mirror / SPAN Mode: A port mirror is active packet duplication, meaning that a network
device (switch/router) has to physically copy packets onto the mirrored port. This means that
the device has to carry on this task by using some resources (e.g. CPU) and that both traffic
directions will be copied into the same port.
NOTE: This method causes both directions of traffic to be received on the same port
of the IDS. This leads to event visibility issues since it is difficult to tell which direction
the traffic was traversing when the filter fired. All IDS events will be reported as
Segment A > B. Additionally, this can cause an increase in out-of-order packets since
both directions are being received at the same time. The IDS will have to re-order
these packets in the engine prior to inspection which can cause performance issues.
If SPAN or RSPAN session performance, or an inherent potential to introduce OOO packets
to an IDS are a concern, we recommend using a tap device to replicate traffic seen on a given
segment for inspection. A TAP that has traffic filtering and flow management rules (drop
duplicate packets, filter out protocols, CIDR blocks, and/or VLANS not deemed necessary,
etc.) should be used. Using this type of device will significantly improve the quality of traffic
being presented to an IDS over a traditional SPAN session. Depending on the switch
infrastructure, there exists a potential for the SPAN session to write packets to the SPAN
session out of order or even drop SPAN traffic if the switch backplane is busy.
NOTE: If using an IPS device and an IDS device together in the same network path, it
is recommended that the IPS comes first, then the IDS. Since the traffic is already
inspected through the IPS and blocked there, it will eliminate double inspection and
double notifications on the same events.
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1.3. Software Deployment:
Enabling IDS mode via LSM:
On the IPS LSM: IDS mode is enabled on the bottom of the Preferences page. While in IDS
mode, it is recommended that you enable Asymmetric mode as well since the IDS will not
see both sides of the connection. After IDS Mode settings are changed, the device must
be rebooted for the change to take effect.
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On the TPS LSM: IDS mode is enabled from the Policy > Settings page. While in IDS mode,
it is recommended that you enable Asymmetric mode as well since the IDS will not see
both sides of the connection. Note: This is an Instant-Commit feature. Changes take effect
immediately upon clicking ‘Commit’.
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Enabling IDS mode via SMS:
On the SMS: Go to Devices and select your device from the tree menu on the left. Once
selected, click the "Device Configuration" button at the bottom of the right window. The
Device Configuration window will pop-up. In this window choose "TSE Settings" in the
tree menu on the left. Then, on the right side, click the "IDS Mode" check box and press
"OK" to continue. While in IDS mode, it is recommended that you enable Asymmetric
mode as well since the IDS will not see both sides of the connection. After IDS Mode
settings are changed, the device must be rebooted for the change to take effect.
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1.4. Enabling Best Effort: (Recommended but optional)
In infrequent cases, the traffic directed to a single processor thread can exceed the level that
thread can manage. This causes the appliance to drop the overflow traffic. If Best Effort mode
is enabled, then the appliance simply forwards the overflow packets instead of dropping
them. The forwarded traffic is only related to the flow being processed by a specific thread.
All other flows and threads are unaffected. In IPS mode, this feature was designed to protect
latency sensitive applications. In IDS mode where latency is not an issue it will help clear the
path for packets that would normally congest and take cycles away from the IDS engine.
Best Effort mode is enabled using the CLI command “debug np best-effort enable”. Best
Effort mode can only be enabled from the CLI. The device must be rebooted for this to take
effect. It is recommended to enable this while enabling IDS mode to eliminate multiple
reboots.
Best Effort and "show np tier-stats": When "Best Effort" mode is enabled on the IDS and you
execute the "show np tier-stats" CLI command a new parameter "Ratio to best effort" is
displayed;

Ratio to best effort is the amount of traffic being allowed through at that tier. If tier 3 receives
100Mbps, and you have a ratio to best effort of 10%, then 10Mbps of traffic would be allowed
through. The remaining 90% will either be clean (not hit a trigger), or pass to tier 4 for
reassembly and threat verification.
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1.5. Policy configuration:
Action Set
While in IDS mode, the best practice is to use the block flow control when creating action
sets. While using the block flow control, the IDS puts the flow into a blocked streams
table. If the IDS sees traffic matching that flow in the blocked streams table, it will not
inspect that traffic again until either the blocked streams table is cleared manually or
automatically after the timeout values (default - TCP: 30 minutes, Non-TCP: 3 minutes)
are reached. This helps reduce the overall number of packets that are inspected by the
IDS and improves performance. If any part of the flow is changed, it would no longer
match the blocked streams entry and the flow will be inspected again.
In IDS mode, enabling filters to permit will increase the number of packets the IDS has to
inspect and will cause performance issues. Since the flow is no longer blocked, every
packet in a flow will have to be inspected. This will result in an increased number of
dropped packets through the engine.
IDS flow control configuration limitations:
•
•

TCP reset used with an action set is not supported
Using the flow control of Rate Limit is not supported

The creation of an IDS specific action set is recommended. This will help differentiate
between existing Block action sets and helps clearly identify events that come from the
IDS. The recommend IDS+Notify action set should utilize the Block Flow Control and have
Management notification enabled.
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Profile
It is recommended that you create a new profile specific to the IDS deployment. This
should be done differently depending on if the IDS is deployed behind an IPS or if it is a
standalone IDS.
NOTE: When utilizing remote system logs or SIEMs to monitor alerts it is very
important to pay attention to the Profile Name and Device that events are coming
from. Since the IDS is using a block flow control it can appear in the events that traffic
was blocked when in reality it was an IDS event triggering on a copy of the traffic and
no action was taken on the actual network traffic. Clearly identifying profiles and
devices that are IDS with appropriate teams can prevent this confusion.
IDS with a separate IPS deployment: If you are deploying an IDS after an IPS, it is
recommended that a copy of the IPS profile be created and then modified to create an
IDS profile. The copied profile should be modified so that all filters overridden (controlled
by Filter rather than Category) to use a Block, Quarantine, Rate-Limit or Trust action set
are set to Disabled and all filters overridden to use a Permit action set are set to the IDS
action set.
Once that has been completed, all categories in the Category Settings other than Traffic
Normalization should be set to disabled.
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The profile is initially configured this way because it is being used in conjunction with the
IPS before it in the network. Since the IPS is inline, it should be performing the blocking
of malicious traffic and once that traffic is blocked the IDS would never see it. Disabling
those filters on the IDS reduces the number of enabled filters and thus the amount of
triggers that can unnecessarily send traffic deep for inspection. Additionally, by offloading
all of the Permit filters off of the IPS to the IDS you reduce the number of enabled filters
on the IPS. This improves the performance of both devices.
Once the initial profile configuration has been completed additional filters can be enabled
and configured to the IDS action set as needed. Weekly maintenance of the profile should
simply consist of reviewing the weekly DV release notes for any filters configured to
Permit in recommended settings. These filters should be enabled in the IDS Profile and
assigned the IDS action set.
Standalone IDS deployment: Create the new IDS profile based on the default
recommended settings. This can be done under the SMS Profiles Tab by expanding
Profiles from the tree menu on the left, then selecting Inspection Profiles and then clicking
the New button on the bottom of the Inspection Profiles section. This will pop-up the
Create New Profile window where you should name your profile, leave the Default
deployment mode selected and choose OK.

Next, use the search function to search for filters using the following search parameters:
Control = Category, State = Enabled and Type Specific, All categories expect Traffic
Normalization selected. Then, edit all of the filters to use Filter Specific Settings and use
the IDS action set.
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Once the initial profile configuration has been completed additional filters can be enabled
and configured to the IDS action set as needed. Weekly maintenance of the profile should
consist of reviewing all filters showing enabled by default in the weekly DV release notes.
Any filters deemed not necessary should be disabled and any filters that are desired
should be overridden to the IDS action set.
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Filter Specific Settings:
Filter 7120: TCP: Segment Overlap with Different Data, e.g., Fragroute will detect
overlapping TCP segments in which the overlapping data is different. Being in IDS mode
and off of a network Tap or SPAN port will increase the number of filter events that trigger
for this filter. It is recommended that this filter is set to Disabled.
Filter 7175: Engine Protection: Large number of packets per flow is set to permit by
default. This filter will force packets for deep inspection and will not notify you while set
to the permit flow control. Enabling this filter to block will block legitimate TCP streams,
and notify you of the filter triggering. Setting this filter to block, will increase the number
of drops on Tier 4 and is aggravated by IDS mode. This filter must be set to permit only.
Traffic Management Filters
Traffic Management Filters (TMFs) are similar to firewall rules although not considered a
replacement for them. A TMF is configured with an action and traffic matching criteria. In
general terms the more specific TMF filters should be listed first.
To maximize the performance of the IDS, it is recommended that you create traffic
management rules for network traffic that can be trusted and that you do not want to
inspect (i.e.: trusted backups and encrypted traffic).
Specific example:
Source IP of 192.168.1.12 to Destination of 10.10.3.8 on TCP Port of 8080
General example:
Source of 192.168.1.0/24 to Destination of 10.10.3.0/24
The following traffic matching criteria may be specified:
•
•
•
•

IP fragments - apply the TMF action only to IP fragments
Traffic direction - apply the TMF to traffic flowing from port A to port B; port B to
port A; or both directions on the segment
Protocol - IP, TCP, UDP or ICMP. For TCP and UDP, specific ports may also be
configured. For ICMP, specific Type and Code attributes may be specified
Source and Destination IP Addresses and CIDR blocks - the scope of the TMF may
be limited to specific source and/or destination IP addresses
NOTE: Traffic Management filters do not generate alerts.
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Flow Management Filters:
It is recommended that you enable the flow management filters, such as 7620 (TCP) and
7624 (UDP), to trust. These filters will detect flows based on the size of the flow (in Mb).
Applying the Trust Action set to these filters will let any flow that exceeds the filter's size
to be trusted. When the filter condition is matched, the flow (based on source/destination
IP, source/destination port, and protocol) will be placed in a trusted streams table to be
allowed to pass uninspected for 30 minutes.
After 30 minutes has elapsed, the flow will be removed from the table and go back to
normal inspection. Assuming the flow is still passing, once it reaches the filter's configured
size again, it will return to the trusted flows table. The assumption with the TCP/UDP flow
management filters is that malicious traffic will reside in the first portion of any
communication. Once traffic has exceeded a given amount of data being transferred, the
likelihood of an attack occurring is almost non-existent. The use of these filters will assist
in the overall performance of the IDS. You can enable one filter from each of the TCP
and/or the UDP groups with a trust action to facilitate large flows.
ThreatDV and IDS mode:
ThreatDV works well with IDS mode and should use the same deployment method of an
IPS. Using RepDV filters with a score of 80 or greater and the IDS action set is
recommended. MalwareDV filters are located under the Virus category and can be
enabled to use IDS action set.
Filter Precedence
The IPS processes filters in the following order of precedence:
1.
2.
3.
4.
5.

Inspection Bypass Rules
Traffic Management Filters
RepDV
Quarantine
Digital Vaccine filters

Note: It is possible for a traffic flow to contain traffic that matches multiple DV filters. The
order in which DV filters fire is based on which packet triggered first. This can vary
depending upon the type of traffic, order it was received and load the device is under.
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2.

Troubleshooting Commands
2.1. show np tier-stats
– Displays throughput and efficiency across the different inspection tiers
----------------------------------------------------------------------Tier 1:
----------------------------------------------------------------------Rx Mbps
=
591.5 (968.4)
Tx Mbps
=
0.0 (0.0)
Rx packets/sec
=
58,179.0 (89,061.0)
Tx packets/sec
=
0.0 (0.0)
Bypass packets/sec
=
0.0 (0.0)
Bypass to Rx ratio
=
0.0%
A/B/C Balance
=
7.4% (A: 93,812.0 B: 15,228.0 C: 17,089.0)
Utilization
=
11.2% ( 18.3%)
Ratio to next tier
=
90.8% [ 78.9%]
-----------------------------------------------------------------------

Tier 1: Inspection bypass and L2FB are handled here, preventing traffic from going to the
next tier. It also handles the rate limiter, inspection bypass rules, jumbo packet shunting, and
hardware watchdog timer.
•

This section shows how much traffic is entering the inspection engine from all the
segments. The numbers in the brackets represent the high-level water mark since the IPS
was powered on or “tier stats” was reset
NOTE: The clear np tier-stats CLI command is used to clear out these statistics.

•

Bypass Mbps shows the current and max throughput matching an Inspection Bypass rule.
Traffic matching an Inspection Bypass rule does not count towards the IPS inspection
limits.

•

A/B/C Balance displays how well the flows are being balanced between the XLRs. 100%
indicates even balance 33/33/33 split, which is ideal. 0% means that all traffic is going to
a single XLR. Note that the number of packets going thru the each XLR is flow based, so it
is not uncommon to see a slight difference between them.

•

Utilization is shown as a percentage of rated system throughput and of traffic to next tier

•

Inspection bypass rules reduces the value of both “Utilization” and “Ratio to next tier”
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---------------------------------------------------------Tier 2:
---------------------------------------------------------Tx trust packets/sec =
0.0 (0.0)
Utilization
=
10.3% ( 18.3%)
Ratio to next tier
=
100.0% [ 63.7%]
---------------------------------------------------------Tier 2: Load balances flows through the KS threads and handles traffic management trusts
and block filters. These will prevent traffic from proceeding to the next tier.
•

Tier 2 “ratio to next tier” accounts for Traffic Management Trust and Block rules and
Traffic normalization filters. TCP ACKs are trusted by default, and reduces Tier 2 ratio to
next tier.

---------------------------------------------------------Tier 3:
---------------------------------------------------------Rx Mbps
=
591.5 (968.4)
Rx packets/sec
=
58,179.0 (89,061.0)
Tx trust packets/sec =
0.0 (0.0)
Utilization
=
11.2% ( 18.3%)
Ratio to next tier
=
0.7% (100.0%)
---------------------------------------------------------Tier 3: This tier is designed to search for suspicious traffic that needs to undergo deep
inspection. This section handles IPv6 + GRE and Mobile IPv4 tunnels. IP reassembly,
maintaining connection table, and TCP state tracking is handled here. If triggers are found it
determines what filters need to be checked against the packet or flow than it turns on softreroute for the flow, and, if necessary, sends it for deep packet inspection.
•

Shows how much traffic KS threads and IP reassembly will inspect. Ratio to next tier shows
what percentage of traffic needs TCP reassembly or is suspicious (matched a trigger).
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---------------------------------------------------------Tier 4:
---------------------------------------------------------Rx Mbps
=
3.6 (964.6)
Rx packets/sec
=
455.0 (79,820.0)
Rx due to:
Trigger match
=
0.0% ( 3.1%)
Reroute
=
99.1% (100.0%)
Protocol decode
=
0.4% ( 0.4%)
TCP sequence
=
0.8% ( 43.2%)
Tx trust packets/sec =
0.0 (0.0)
Utilization
=
11.2% ( 18.4%)
---------------------------------------------------------Tier 4: It performs TCP Reassembly, Threat verification (Header based checks, protocol
decoders, content search, and regular expression matching). Also action handling occurs here
whether the packet is dropped, rate limited, or rate limited in the connection table.
•

This section shows why traffic is going deep. Rx due to TCP sequence - If traffic cannot
be reordered by K threads using loopy packet; it must go to Tier 4 for reordering.
Trigger match - The percentage shows what traffic has matched a trigger. Rx due to
Reroute – when a packet matches a trigger the following packets which belong to the
same flow are required for threat verification.

•

The “ratio to next tier” is the percentage of traffic which matched a filter irrespective
of Action Set.

Tuning is required if congestion is occurring or if an IPS is being operated close to its maximum
rated throughput. The deeper a flow is inspected the more processing is required, so the most
performance gains can be attained by optimizing the KS threads at this level (Tiers 3 & 4). The
three most process intensive operations are:
1. IP Reassembly
2. Threat verification
3. TCP Packet reordering
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2.2. show np rule-stats
Shows top 20 triggering filters, and whether they are successful

Pay close attention to filters that have a high percentage total but no percentage success.
These filters are possible candidates to be disabled if optimization is required.
Any filter that has success rate greater than 0% is matching against a filter. A success rate of
100% means each time a filter is triggered a threat is found. These filters should not be
disabled in this case. If you have an excessive amount of notifications changing this filter to
block only will alleviate this issue.
NOTE: In order to reset these counters, issue the clear np rule-stats command at the
CLI .
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2.3. debug np congestionx
This command shows where and how many packets dropped due to congestion since you
last ran the command.
When using the recommended configuration where segment B is disabled, there will be an
increase in the number of drops at the Broadcom level (BCOM). Drops on the Broadcom do
not count towards congestion or packet loss thresholds. These drops are expected and can
be safely ignored.

TippingPoint IDS Mode

Page 22 of 24

Updated: August 20, 2018

2.4. debug information dp-ps
This command shows all threads for XLR-A & XLR-B. Pay close attention to the Q lengths, look
for evenly distributed depth. The Max LLQ length is 64 packets and the maximum Q is 3001
packets. This command output includes the eight L queues. The L queue was designed to
focus on traffic that takes more time to process, thus allowing clean traffic to flow through
the IDS with less latency. Below are the output results from issuing this command:
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2.5. Debug np regex show
This CLI command outputs the maximum, average and total microseconds of processing time
required to perform threat verification by filter number. The output highlights the filters with
the highest amount of time spent processing, and therefore shows the filters that when
disabled, would provide the greatest performance improvement to the inspection engine.
For tuning, the focus of this output would be on filters with the highest values for Max and
Avg. times.
“Evals” is a count of the number of times a filter triggered (initial, rough inspection) on tier 3
and “Matches” is a count of the number of those flows that matched the filter’s full inspection
on tier 4. A filter with “Matches” could be left enabled since it has successfully provided
network protection (in the case of a block action).

NOTE: To reset these counters, issue the command: debug np regex clear
Coverage validation:
While networks can change, TippingPoint recommends that inspected traffic be validated
with the IDS on a regular bases or after any network changes. Filter 0560: DNS: Version
Request (UDP) can be used to validate the network path on common networks This filter
detects a request to obtain the version number of the DNS Bind Server through the direction
of the IDS. This will verify if the traffic is flowing in the correct direction.
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